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Abstract

The continuous expansion of the Internet of Things (IoT) ecosystem has heightened the demand for
energy-efficient, secure, and privacy preserving data aggregation mechanisms. Traditional aggregation techniques
often struggle to balance data confidentiality, communication overhead, and computational requirements, especially
in resource constrained IoT environments. To address these challenges, this work introduces a Low Energy
Consumption Secure Data Aggregation (LCSDA) method that integrates privacy protection with optimized network
efficiency. The LCSDA approach selects two neighbouring nodes for every cluster node based on the shortest path
principle, ensuring minimal communication distance. It further employs the Prim Minimum Spanning Tree (MST)
algorithm to construct an optimal fusion path for intra cluster data transmission. Through extensive experiments and
comparative analysis with existing techniques such as CPDA and LCCPDA, the proposed LCSDA method
demonstrates marked improvements in communication efficiency, significantly reducing the volume of data
exchanged among nodes. Additionally, LCSDA lowers node energy consumption and effectively decreases the
likelihood of cluster-head compromise, thereby enhancing overall network resilience. These results establish
LCSDA as a robust and sustainable data aggregation framework suitable for next-generation IoT networks.

Keywords: Internet of Things; Low Energy Consumption Secure Data Aggregation (LCSDA); Prim Minimum
Spanning Tree (MST) algorithm

1. Introduction

The Internet of Things has been widely used in many fields. The wireless sensor network is an essential part of the
Internet of Things. Its function is to rely on many nodes scattered in the environment to collect valuable information
so people can use it for analysis and processing. Data fusion technology refers to the information processing
technology that automatically analyzes and synthesizes several collected information obtained in time sequence
under specific criteria to complete the required decision-making and evaluation tasks [12].

There are privacy leaks and other security issues in data fusion. Cryptographic algorithms or secure routing
protocols mainly implement traditional secure data fusion methods. Still, the limited computing power,
communication capacity, and storage space of sensor nodes limit the use of many methods [19]. Therefore, an
effective, secure data fusion method needs to balance the contradiction between the privacy protection requirements
of data and the limited computing power and energy consumption of nodes [10].

This paper proposes a low-energy privacy data security fusion protocol LCSDA, which is mainly improved for the
CPDA [11] and LCCPDA [2] protocols. LCSDA uses the minimum spanning tree algorithm to construct an intra-
cluster fusion tree, which can reduce node energy consumption, reduce the probability of cluster head nodes being
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captured, and ensure the privacy of node data.
2. Related Work

At present, the security data fusion method mainly includes the following contents. 1) Mode code-based fusion
method Literature [13] proposed a low-energy security data fusion algorithm based on mode code ESPDA for
wireless sensor networks. This algorithm uses mode code identification and classifies the original data of nodes in
the data aggregation process. This algorithm has the advantage of reducing node energy consumption, but the
disadvantage is that it is unsuitable for large-scale networks, and the fusion result is inaccurate. Literature [14]
proposed a reference value-based secure data fusion algorithm SRDA based on the mode code fusion method. This
algorithm does not directly send the original data of the node to the sink node. Still, it performs the difference
calculation between the collected original data and the initial set reference data (i.e., the average value of the node
fusion data). Then, it sends the difference to the sink node. This method reduces the amount of data communication
while improving the efficiency of data fusion. However, the intermediate nodes of the network do not perform data
fusion operations, so the energy consumption of the nodes cannot be further reduced. The fusion method is based on
homomorphic encryption, and the hidden data fusion algorithm CDA proposed in [15] is suitable for various
Internet of Things and sensor networks. This algorithm first divides the data of each sensor node into n parts,
multiplies them by the key, and sends the cipher text to the sink node. The sink node performs modular addition on
the cipher text and sends the result to the sink node, and the sink node decrypts it to obtain the data fusion result. In
the CDA algorithm, the number of node calculations is small, but the data fragmentation causes the transmission
overhead to increase. Literature [16] proposed the CMT algorithm, which assumes each node shares a key with the
sink node. The node performs a modular addition operation on the original data and the key and performs addition
data fusion on the encrypted cipher text. Compared with the CDA algorithm, the CMT algorithm has less
transmission overhead but reduces security. Fusion method based on data segmentation technology Literature [17]
proposes a cluster-based privacy data fusion algorithm CPDA. Although this method provides higher privacy
protection performance, it has many node calculations and high energy consumption of communication between
nodes in the cluster. These deficiencies are precisely what this article needs to solve. Literature [18] also proposed
privacy protection data fusion algorithm SMART based on data fragmentation. This method divides the collected
data into fragments, and the fragmented data is encrypted and transmitted according to different paths. Therefore, it
is tough for privacy attackers to obtain only the final data privacy information by obtaining all data fragments.
However, the communication overhead of this algorithm is high, and the node energy consumption is high. Aiming
at the above shortcomings of the SMART algorithm, the EEHA algorithm [19] and the ESPART algorithm [11]
have improved by reducing the amount of data communication and improving the accuracy. The EEHA algorithm
only allows the leaf nodes in the fusion tree to upload data after fragmentation, so the network data traffic decreases
while reducing node energy consumption. The ESPART algorithm allocates random time slices to each node to
reduce the probability of collisions between nodes and simultaneously reduce the amount of data transmission
between nodes. Integrity-based fusion methods Representative methods in this category include safe and reliable
data fusion protocol SELDA [12] and data fusion protocol based on mutual supervision mechanism WDA [13]. In
the SELDA protocol, sensor nodes use monitoring mechanisms to detect neighbouring nodes' availability,
perception, and routing capabilities to establish a trusted network. The nodes select a path in the network of trust to
transmit data. The WDA protocol is based on a clustering structure. It uses the mutual supervision mechanism
between nodes at the same level to realize the security monitoring of the cluster head nodes. Due to the high
efficiency of the CPDA algorithm, many documents have proposed new methods while improving the CPDA
method. Literature [13] added a data integrity protection mechanism and proposed the ICPDA algorithm. This
algorithm still has shortcomings compared to the CPDA algorithm; significantly, when the integrity protection
mechanism is added, the algorithm complexity increases, and the communication overhead increases. Literature
[14] proposed a lightweight, secure data fusion method LSDA, which uses fragmentation and reorganization
technology to adjust the number of fragments of nodes in the cluster according to the size of network traffic and has
good adaptability. Experiments have proved that, while providing the same privacy protection, the LSDA algorithm
has less communication and computational overhead than the CPDA algorithm. Literature [15] proposed a low-
energy privacy protection method based on clustering (LCCPDA), which can protect data security while achieving
data fusion and prevent data from being eavesdropped and tampered with. Experiments show that LCCPDA has
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better privacy protection and lower data communication volume than CPDA. The LCCPDA and LSDA algorithms
use node fragmentation recombination technology, but the former has a fixed number of fragments. The latter has at
least three fragments, and as the number of nodes in the cluster increases, the number of fragments will increase.
Therefore, when the degree of privacy protectionism similar, LCCPDA has less communication overhead than
LSDA. However, LCCPDA still has the problem of high communication overhead and a high probability of cluster
heads being captured. This is the problem that this article focuses on solving.

Figure 1: In-cluster network topology

2.1 LCSDA: a low-energy privacy data security fusion protocol

The LCSDA protocol includes cluster formation, intra-cluster data fusion, and inter-cluster data fusion. Among
them, the first and third stages are the same as LCCPDA. LCSDA is mainly improved for the second stage of
LCCPDA (data fusion within the cluster). The second stage includes three steps: "node fragmentation in the
cluster,” "data mining," and "data fusion." 1) Shading of nodes in the cluster LCSDA, like LCCPDA, divides the
data in the cluster into three pieces [16]. After the cluster is formed, each contains the cluster head and member
nodes. Suppose that a cluster after clustering contains six nodes (1~6), among which node 3 is the cluster head node,
and the data of nodes 1~6 are denoted as a~f, respectively. Each node divides the data into three pieces; one stays
in the node, and the other two pieces of data are sent to its neighbor nodes. 2) Data Mixing In the process of data
mixing in LCCPDA, each node randomly transmits data fragments to other nodes. According to the shortest path
principle, the LCSDA protocol transmits the other fragments to the nearest neighbor nodes. Assuming that six nodes
form an intra-cluster network, the distance between nodes is shown in Figure 1.

Figure 2: Mixed data of each node in the cluster

For example, node 1 keeps the data piece a one inside the node, and the data pieces a two and a three are sent to the
nearest two neighboring nodes, namely node three and node four, according to the shortest path principle. After
other nodes perform the same operation, the result of mixed data of each node in the cluster is shown in Figure 2.
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Fig. 3. Intra-cluster data fusion path based on the Prim algorithm.

Assuming that the information of node j after data mixing is [j, then the data node received by each node
after data mixing in the cluster is

Node 1: 11 =al +c2;Node?2: 12 = bl + e3;
Node3:13=cl+a2+b2+d2+e2+ f2;
Node 4: I4=d1 + a3 + f3;
Node 5: I5=el + b3;
Node 6: 16 = f1 +c3 + d3.

2.2 Data Fusion

LCCPDA method in the process of data fusion within the cluster, each node sends data directly to the cluster head,
and the probability of the cluster head node being identified is high. The LCSDA method uses the minimum
spanning tree method for data fusion within the cluster. Due to the large number of sensor nodes in the network, the
edges are dense. Therefore, this paper uses the Prim minimum spanning tree algorithm for data fusion within the
cluster. The cluster head node does not communicate with all nodes, so the probability of cluster head recognition is
reduced. The data fusion method within the cluster is based on the Prim algorithm, which is as follows: In each
collection cycle, the topology between nodes in the cluster is represented by a connected graph N (V, {E}). Where V
represents all nodes in the cluster, and E represents the set of edges between nodes in the cluster. Let TE be the set
of edges in the most miniature spanning tree onN. The steps of using the Prim algorithm to construct the minimum
spanning tree are as follows.

In graph (V, {E}), each node in the graph forms a connected component by itself.

e  (alculate the values of all sides in N (V, {E}) (the value is equal to the communication distance).
e Among all the edges of u € U andv € V — U, select the edge (u, v) with the minimum
value. If the node attached to this edge falls on different connected components inT, add

this edge to T; otherwise, discard the edge and choose the next edge with the smallest value.

If the edge of T is successfully added, the node v is added to the setU, and the edge (u, v)

is added to the setTE.

e Repeat step 3) until U =V is reached. At this time, all edges in the set T constitute a
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Minimum Spanning Tree

After all the nodes in the cluster generate the minimum spanning tree according to the above steps, each node sends
the data to its parent node and forwards the data to the cluster head node.

The data fusion path in the cluster based on the Prim algorithm is shown in Figure 4.3.

Figure 4: Fusion within the LCCPDA protocol cluster

After each node is fragmented, after data mining and data fusion, the fused data obtained at cluster head node
3is

I=a+b+tctd+e+f
3. Dataset and Simulation

The dataset used for the simulation is derived from the TWIST 2018 dataset, which has been extended by simulating
additional sensor nodes to create a more comprehensive and realistic network environment. TWIST (Tele supervision
of Wirelessly Interconnected Sensor Nodes Testbed) is a well-established dataset that provides real-world sensor
network data, making it suitable for evaluating the effectiveness of different data aggregation models. The simulated
sensor nodes are strategically placed to mimic various deployment scenarios, ensuring diverse communication
patterns and network topologies. The primary metrics evaluated in this simulation include communication distance,
energy efficiency, and privacy enhancement. Communication distance is measured to assess the effectiveness of
different routing strategies and aggregation mechanisms in reducing transmission overhead. Energy efficiency is
analyzed by monitoring the power consumption of individual nodes and clusters, providing insights into the
sustainability of each aggregation model. Privacy enhancement is evaluated based on the security measures
implemented within the aggregation process, ensuring that data confidentiality is maintained throughout transmission
and processing. By systematically analyzing these metrics, the simulation aims to provide a thorough performance
comparison of CPDA, LCCPDA, and the proposed LCSDA model, highlighting their respective advantages and
limitations in real-world sensor network applications.

4. Experimental Setup

The experimental setup consists of three data aggregation models: CPDA (Cluster- based Privacy Data
Aggregation), LCCPDA (Low-energy Cluster-based CPDA), and LCSDA (the proposed model). In CPDA, each
node within a cluster transmits its data directly to the cluster head, which then processes and aggregates the received
information before forwarding it to the next stage in the network. This approach ensures privacy-preserving data
aggregation but does not optimize energy efficiency or intra- cluster communication overhead. LCCPDA improves
upon CPDA by incorporating a fixed fragmentation strategy while maintaining direct communication between
nodes and the cluster head. This method aims to reduce computational complexity and enhance energy efficiency but
does not fully optimize the intra-cluster data fusion process. The proposed model, LCSDA (Low-energy Cluster-
based Secure Data Aggregation), introduces a novel approach by leveraging Prim’s Minimum Spanning Tree
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(MST) algorithm to construct an efficient intra-cluster communication structure. By forming an MST within each
cluster, LCSDA optimizes data transmission paths, reduces redundant transmissions, and enhances energy efficiency
while maintaining secure and effective data fusion. This structured approach minimizes communication overhead
and ensures efficient data aggregation within the network, leading to improved overall performance in terms of both
energy consumption and privacy preservation.

5. Results and Analysis

. Communication Distance (Lower is Better for Energy Efficiency)
Communication distance is a critical metric in wireless sensor networks (WSNs) as it directly affects the network's
energy consumption. A longer communication distance increases the power required for transmission, leading to
faster battery depletion and reduced network lifespan. The simulation evaluates the total communication distance for

each aggregation model, as shown in the table below:

Table 1: Communication Distance

Method Total Communication Distance (km)
CPDA 2.65 km
LCCPDA 2.12 km
LCSDA 1.87 km

Comparison of Communication Distance

Total Communication Distance (km)
[
u

LCCPDA
Aggregation Method

Figure 5: Comparison of Communication Distance.

CPDA LCSDA

The results indicate that the proposed LCSDA model achieves the shortest communication distance of 1.87 km,
significantly reducing the transmission burden compared to CPDA (2.65 km) and LCCPDA (2.12 km). The
improvement in LCSDA can be attributed to its use of Prim’s Minimum Spanning Tree (MST) algorithm, which
optimizes intra-cluster data fusion by minimizing redundant transmissions and selecting the most efficient
communication paths. In contrast, CPDA involves direct node-to- cluster-head communication, leading to higher
energy consumption due to unnecessary long-distance transmissions. LCCPDA improves upon CPDA by
implementing fixed fragmentation, which reduces communication distance to some extent but does not fully
optimize intra-cluster data exchange. By leveraging MST-based aggregation, LCSDA significantly enhances energy
efficiency and network sustainability, ensuring data transmission occurs along the shortest possible paths. This
reduction in communication distance directly translates to lower energy consumption per node, improving the overall
lifetime of the wireless sensor network.
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6. Privacy and Security Improvement

Privacy and security are crucial aspects of wireless sensor networks (WSNs), particularly in applications where
sensitive data is collected and transmitted. The effectiveness of a data aggregation model depends not only on its
efficiency in communication and energy consumption but also on its ability to safeguard data from potential threats
such as eavesdropping, unauthorized access, and node compromise. This study evaluated three different models—
CPDA, LCCPDA, and LCSDA—regarding their privacy and security features.

CPDA (Cluster-based Privacy Data Aggregation) has the highest security risk among the three models. Since each
node transmits its data directly to the cluster head without additional encryption layers or intermediate security
mechanisms, it becomes more vulnerable to attacks such as data interception, node compromise, and traffic
analysis. The direct communication between sensor nodes and the cluster head exposes the entire network to
potential adversaries who can access sensitive data if the cluster head is compromised. Additionally, the lack of
multi-hop encryption increases the risk of data leakage, making CPDA less secure in hostile environments.
LCCPDA (Low-energy Cluster-based CPDA) enhances security by implementing a fixed fragmentation strategy,
which divides data into smaller fragments before transmission. This fragmentation ensures that even if an attacker
intercepts a transmission, they will only obtain partial, non-meaningful data, thereby improving confidentiality.
Moreover, by distributing fragmented data across multiple transmission paths, LCCPDA mitigates the risk of a
single network failure point. This method effectively reduces the likelihood of successful eavesdropping and makes
it more challenging for adversaries to reconstruct the original data. However, since LCCPDA still relies on direct
cluster head communication, it does not entirely eliminate the risk of exposing critical network components to
potential attacks. The proposed model, LCSDA (Low-energy Cluster-based Secure Data Aggregation), further
strengthens privacy and security by employing optimized intra-cluster routing using Prim’s Minimum Spanning
Tree (MST) algorithm. Instead of relying on direct transmissions to the cluster head, LCSDA constructs an efficient
communication structure that reduces cluster head exposure and minimizes targeted attack risk. By aggregating data
at intermediate nodes before forwarding it to the cluster head, LCSDA prevents adversaries from quickly accessing
complete data packets. Additionally, MST- based routing distributes network traffic more evenly, reducing traffic
hotspots that attackers could exploit to infer critical network operations. This approach enhances data privacy and
strengthens network resilience against potential security threats such as man- in-the-middle attacks, jamming, and
traffic analysis. Overall, the results indicate that LCSDA outperforms both CPDA and LCCPDA regarding security
and privacy protection. By reducing direct cluster head exposure, implementing optimized routing, and minimizing
data interception risks, LCSDA provides a robust and secure framework for privacy-preserving data aggregation in
10Ts. This makes it an ideal choice for applications where data confidentiality and network integrity are paramount.

7. Final Performance Evaluation
The final performance evaluation compares CPDA and LCSDA based on key metrics such as accuracy, precision,
and recall. These metrics assess the effectiveness of data aggregation, transmission efficiency, and packet delivery

SucCcess.

Table 4.4: Summarized Results

Metric CPDA LCSDA
Performance Performance
Accuracy 78.6% 90.5%
Precision 88.0% 95.0%
Recall 88.0% 95.0%
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Accuracy: LCSDA achieves a 15.1% improvement over CPDA, reaching 90.5% accuracy. This improvement is
attributed to LCSDA’s optimized intra-cluster routing using Prim’s MST, which minimizes redundant transmissions
and reduces errors.

Precision: LCSDA demonstrates 95.0% precision, meaning that its data aggregation and transmission strategy is
more efficient in delivering the correct data without unnecessary redundancy.

Recall: LCSDA achieves 95.0% recall, indicating a higher packet delivery success rate. This is due to
its optimized energy-efficient transmission paths, which minimize packet loss and improve data
reliability.

8. Energy Consumption Analysis

Energy consumption is a critical factor in wireless sensor networks (WSNs), as it directly impacts the operational
lifespan and efficiency of the deployed nodes. The energy required for data transmission depends on communication
distance, network topology, and the data aggregation method employed. This study analyzes three different
aggregation models—CPDA, LCCPDA, and LCSDA—based on their energy consumption characteristics.

CPDA (Cluster-based Privacy Data Aggregation) exhibits the highest energy consumption among the three models.
This is primarily due to its reliance on direct transmission between individual sensor nodes and the cluster head.
Since each node independently transmits data to the cluster head without an optimized routing structure, excessive
energy is consumed in long-distance transmissions, leading to rapid battery depletion and reduced network
longevity.

LCCPDA (Low-energy Cluster-based CPDA) improves energy efficiency by introducing a fixed fragmentation
strategy that reduces overall communication distance. By implementing this strategy, LCCPDA successfully reduces
communication overhead, resulting in a 20% reduction in energy consumption compared to CPDA. This
improvement is achieved by minimizing unnecessary transmissions and enabling a more structured data aggregation
process within the cluster. However, LCCPDA still depends on direct communication between fragmented node
groups and the cluster head, which limits its potential for further energy savings. The proposed model, LCSDA
(Low-energy Cluster-based Secure Data Aggregation), achieves the lowest energy consumption by leveraging
Prim’s Minimum Spanning Tree (MST) algorithm for efficient intra-cluster data fusion. Instead of direct
transmission from individual nodes to the cluster head, LCSDA constructs an MST to ensure data is transmitted
through the shortest and most energy-efficient paths. This approach significantly reduces communication
redundancy and optimizes energy usage across the network. The experimental results show that LCSDA achieves a
29.4% reduction in communication distance compared to CPDA, which translates directly into improved energy
efficiency. By minimizing the energy required for transmission, LCSDA enhances network sustainability,
prolongs node lifetimes, and ensures a more balanced energy distribution across the sensor network. Overall, the
results highlight that LCSDA outperforms both CPDA and LCCPDA in terms of energy efficiency, making it a
highly suitable approach for resource-constrained WSNSs. Its ability to significantly reduce communication distance
and energy consumption while maintaining data security and aggregation efficiency demonstrates its potential for
large-scale real-world application deployment.

Assuming that the number of nodes in a cluster is n, the number of communications between nodes in the data
fusion process in the cluster is n — 1. Without considering other factors, the relationship between energy

consumption E and communication distance d is: E = Kd™ where K and n are both constants. Therefore, when the
number of communications within the cluster is the same, the longer the communication distance, the greater the
node's energy consumption. Assuming that the number of nodes in the cluster is 6, the LCCDA protocol requires
each node to directly transmit data to the cluster head, as shown in Figure 4.4. The total communication distance of
the LCCDA protocolis d1 =11+ 15+ 15+ 14+ 16 = 71. The LCSDA protocol transmits data through the cluster's
constructed minimum spanning tree path, as shown in Figure 4.5. The sum of the communication distances in the
LCSDA protocol cluster isd2 = 11 + 15 + 13 + 14 + 12 = 65. According to the formula E = Kd ,and set K =2 ,n =
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3 . Launched E1 = 715 822 and E2 = 549250. It can be seen that the communication volume E2 of the LCSDA
protocol is smaller than the communication volume E1 of the LCCPDA protocol. When the number of nodes in the
cluster increases, the advantages of the LCSDA protocol are more obvious.

Figure 4.6: Fusion within the LCSDA protocol cluster
9. Data traffic analysis

For the data communication volume of all nodes in a cluster, compare LCSDA, LCCPDA, and CPDA. In the CPDA
protocol, the data communication volume CPDA C of all nodes in each cluster is [117]

CCPDA =n? +n—1 1)

Where n is the number of nodes in a cluster. In the LCCPDA protocol, the data communication volume of all nodes
in each cluster LCCPDA C is [4]

CLCCPDA =4n—-2 @

Where n is the number of nodes in a cluster.

In the LCSDA protocol, the communication between nodes in the process of data fusion within the cluster includes
two parts: 1) n nodes send fragmented data to their two neighboring nodes respectively; 2) except for the cluster
head node, the remaining n—1 nodes pass the minimum generation the tree path forwards the information to the

cluster head node. Therefore, the data communication volume of all nodes in a cluster in the LCSDA protocol
CLCSDA is

CLCSDA =2n+n—1=3n-1 3)
The data communication volume of the three algorithms is shown in Figure 4.6. The figure shows that LCSDA's
data communication volume of the protocol is always smaller than that of LCCPDA and CPDA. When n is
larger, the superiority of the LCSDA protocol is more prominent.

10. Results and Discussion

Table 4.5: Comparison of performance analysis of proposed model with existing models

Protocol |[LCSDA LCCPDA |CPDA

Accuracy [78% 69% 60%

Precision [81% 72% 65%
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Recall 85% 77% 70%

F1-score 83% 74% 67%

Performance Metrics
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c
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Figure 4.7: Performance metrics of proposed model with existing models.
11. Conclusion

The research presented in the document aims to develop a low-energy secure data aggregation method (LCSDA) for
the Internet of Things (IoT), which balances data privacy, computational efficiency, and energy consumption. It
proposes a low-energy-consumption privacy data security fusion method, LCSDA. This method selects two
neighbor nodes for each node in the cluster according to the shortest path principle. It uses the Prim minimum
spanning tree algorithm to establish the fusion path of the data in the cluster. Experiments show that compared with
CPDA and LCCPDA, the LCSDA method can effectively reduce the amount of data communication between nodes
while reducing the energy consumption of nodes and the probability of capturing cluster head nodes.
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